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EUROPEAN COURT OF
JUSTICE RULES AGAINST
EU-US PRIVACY SHIELD
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QUASAR

he European Court

of Justice (ECJ)

ruled on the 16th DEFINITIONS

of July 2020 that

the EU-US Privacy |

Shield did not afford PERSONAL IDENTIFIABLE INFORMATION/PERSONAL DATA

enough protection

against surveillance Information relating to an identified or identifiable natural person, such
practices by US intelligence agencies'? on as name, location data or online identifier or one or more factors specific
Personal Identifiable Information (PII) to the physical, physiological, genetic, mental, economic, cultural or social
transferred from Europe to the US, as per identity?.
Article 45 of GDPR (Article 45 is concerned

with a third country providing adequate CONTROLLER
level of protection®). To recap, GDPR is
concerned with the secure processing of PII

outside of the EU. PROCESSOR

There are four avenues for this to occur?:

Determines the purposes and means of the processing of personal data®.

Processes personal data on behalf of the controller®.

1) Third country adequacy: PII can be

processed within countries that are SUPERVISORY AUTHORITY
recognised by the EU to have an . . - :
adequate level of data protection, Independent public authority which is established by a Member State®.
Zﬁ‘éﬁiﬁff caland, Swierland BINDING CORPORATE RULES
2) Specific treaty: for the US, secure Personal data protection policies which are adhered to by a controller/
processing of PII could not be processor established ‘in’ a Member State for transfers... of personal
ascertained and the EU-US Privacy data to a controller/processor in one or more third countries within a
Shield Treaty was established to ensure group of underta king3.
data privacy and security. This treaty
was the focus of the ECJ ruling.
3) Individual contract: a business
) transferring PII puts in place certain RULING (b) Is committed to confidentiality
safeguards to ensure protection via a The ECJ stated that the SCCs (and BCRs) (c) Takes all measures detailed in Article
contract, such as: the subject matter and are valid for the transfer of data between 32 (security of processing, based on risk:
duration of the processing, the nature EEA and non-EEA countries. However, it data pseudonymisation and
and purposes of the processing, the type is under the remit of controllers/processors encryption; ensure confidentiality,
of personal data and categories of data to determine whether the laws of the integrity, availability and resilience of
subjects, taking into consideration the destination country are contrary to the processing; restore access to data;
specific tasks and responsibilities of requirements of the SCC and additional regular assessment of technical and
the processor in the context of the safeguards may need to be defined. organisational measures for security
processing to be carried out and the Under SCC, the obligation to ensure of processing)
risk to the rights and freedoms of the data protection is the responsibility of the (d) Ensures due consideration for
data subject. This may be an individual data controllers’. If a controller feels that engaging another processor
contract or SFandard Contractual Clauses | data trarlls.fer to a third country, (1nc1uc%1ng (¢) Ensures data subject rights (cight to
(SCCs)*>* which are adopted by the any additional safeguards) fails to provide be for ion. deleti )
- . ) 3 gotten, correction, deletion, etc.
commission or by a supervisory authority. | protection, the data transfer should cease. .
4) Inter-organisation transfer: Binding Should the controller fail in this regard, (f) Notifies of data l.)rea;h and da;ah. N
Corporate Rules (BCRs), similar to the onus is on the supervisory authority {mpact assessment (m the eventotfug
.. do so’. risk to the data subject)
contracts, are corporate policies enforced | ©
by every sub member of a multi country (g) Deletes or returns p ersonal dara at
organisation. the end of processing
HAS ANYTHING REALLY o ‘
(h) Provides information to demonstrate
CHANGED? compliance
¢ As a result, due diligence of SCCs is  Paragraph 28.4 states that the same
TO reca P’ G D P R reflufirec% and it appears th;t t}:ie EChJ is obligatil(a)ns shall be imposed on a sub
1 1 reintorcing requirements listed within rocessor when a processor engages a
'S concern ed wit h . GDPR*: Eub processor via fcontract. &
t h e secure P rocessin g * Paragraph 81 indicates that ‘the activities
.F P | I X d .F performed by the p rocessor should be Given that the US-Privacy Shield was a
O outside o governed by a contract self-certifying process, then it should not
t h e E U ) ‘ Pafagfa.Ph. 28.7 indicates that the have been used to provide the sole level of
: Commission may lay down Standard comfort when considering US located PII
Contractual Clauses for the items listed processing and storage. Due diligence of
in Article 28.3 and Article 28.4 contracts was always required.
* Paragraph 28.3 states the processor:
(a) Processes on the documented
instructions of the controller
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EXAMPLE OVERSIGHT
ACTIVITIES

Some examples of SCC due diligence
activities for data controllers to consider
may include (in no particular order):

Data Analysis
* Identify the PII processed by the

processor (for example, if special
category data)

Determine the scale of processing (for
example, is the date adequate, relevant
and limited to what is necessary in terms
of processing?)

Confirm the lawfulness of processing
of PII (for example, consent, contract
petformance, compliance to legal
obligation, legitimate interests of
processor)

Determine the location of processing

of data and data storage and the level

of protection afforded. Establish if PII
data processing is performed only for the
purpose it was collected. Establish the
scope of any sub processor involvement
and apply the same approach to them

Assess the impact that the processing
operations may have on the protection

of PII.
Operational Analysis

* Assessment of technical and procedural
measures, for example:

= Perform non-functional testing
(security) of the system within a
dedicated test environment to verify,
for example, encryption in transit and
at rest or system resilience and recovery
(security of processing)

= Monitoring of architecture, including
logs, static analysis tools

» Qualification of key processes and
security controls.

Verification of procedures to exercise
data subject’s rights, such as data

correction requests, incidence response
(data breach and remediation) and
complaints procedure.

‘In the interim, many
US-based processors
will be seeking to
implement SCCs

In order to ensure

compliance to GDPR.’

Review

* (Where feasible) audit/inspect the
processor’s technical and operational
controls including design, building in
protection and operational controls
(especially the infrastructure)

Review artefacts such as licenses,
contracts, SOC II report, (GDPR)
privacy statements/notices, defined
SCCs(8), security statements, disaster
recovery and business continuity

test activities, public bug bounty
programmes, oversight of third party
suppliers/sub processors and so forth.

FINAL THOUGHTS

As noted by the Guardian' and Wired?,
the ECJ ruling may also muddy the waters
of future EU-UK data transfer discussions
during the ongoing Brexit talks, with the

UK secking unrestricted data transfers with
the EU and with the US based on a de-facto

UK Privacy Shield.

Where the EU, US and the UK go with
GDPR is currently undetermined. Given
the historical event of EU-US Privacy
Shield replacing Safe Harbor, then it can
be assumed that another treaty will be
discussed.

In the interim, many US-based processors

will be seeking to implement SCCs in order

to ensure compliance to GDPR. However,
the privacy responsibility is also a remit of
the data controller who should be satisfied
that adequate protection is in place.
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