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Quick Question...



Empowerment Quality Engineering 

Computerised Systems Value Consultancy:

Technical stuff!

Quality stuff!

Bridge between IT & Quality

Disclaimer – A large topic discussion in a short period of time.

Disclaimer – These are the views of Empowerment Quality Engineering.



Empowerment Quality Engineering 

Defect: 
A bug that causes an 
incorrect result or system 
failure

Security Vulnerabilities:
Defects that enable a 
system to be compromised





Boehm





As Easy
As..



Regulatory focus on security



Source: Ponemon Inst & IBM Security: Jul2018 – Apr2019



The soft “underbelly” of Computerised Systems

Over 92% of reported vulnerabilities exist in software and not in networks 
(Security Week).

 75% of security breaches occur at the software layer (Gartner).

Outer network defenses are “cracked” to access the “soft” inner code to: 

 Falsification: to change Clinical Trial Data. 

 Falsification: Switch off Audit Trail.

 Ransom: Deny access to records.

 Identity Theft: PII – birth certs; credit card; social security number ($1 dark 
web).



Talk about Risk… again!

Need RISK to focus our Economics, Our Time, OUR QUALITY!

 Focus our time to prevent issues (GDPR “design security in”).

 Focus our time to identify issues earlier (Patient health).

 Why spend time on something that is not important?





5 Stage Risk Process



Risk Stage: 1 – Analyse

Transfer data from isolated “PC A” to isolated “PC B”.

Source: IEEE 29148 – Requirements Engineering



Risk Stage: 2 – Creative

-Checklists

-Comparison with past experiences. 

-Tools e.g. Walk backward (Ishikawa diagrams):
- What is the potential failure?
- Work backwards from that failure. 
- What scenarios arise leading to the failure?
- What risks could have created the scenario?

Creative & Critical Thinking:
- Patient Safety, Data Integrity, Quality!



Risk Stage: 2 – Creative (Critical)

How to think Critically & Creatively: 

- Warm up exercise

- Brain writing (individual perspective) 

- General brain storming – Anything goes!

- Use checklists to stimulate creativity 

- No Criticism (of people)!



Risk Stage: 2 – Creative

Simplest Approach: 

Rudyard Kipling’s 5W’s (+)

I KEEP six honest serving men
(They taught me all I knew);

Their names are What and Why and When
And How and Where and Who.

Source: http://www.kiplingsociety.co.uk/poems_serving.htm



Risk Stage -2 - Creative – 5 W’s

What: Data is compromised.

Why: “Manually Transfer data  between 2 isolated PCs”.
Who: Data transfer role.

Where: on PC A, on transfer media, on PC B.

When: Transfer from PC A to transfer media.

How: Human interference.

How: Transfer media fatigue.

An Initial risk assessment may look like…



Risk Stage -2- Creative (Risk Identification)

Requirement Risk Your Risk 
Calculation 
Probability * Impact * 
Complexity

ID Description ID Description

UR-TFR-001 Manually Transfer data between 2 
isolated PCs

R-001.1 Data Transfer is compromised, by: 
- direct changes by operator
- data corruption from transfer 
media corruption

(e.g.) High



Risk Stage -3- Evaluation

What should be done about the risk(s)…?

 Avoid (use known technology)

 Absorb (deal with the consequences)

 Reduce (seek to reduce)

 Monitor (regularly review the risk probability/impact)

 Refuse (refuse to accept the risk from your supplier)

Low risk items receive less focus than high risk items!



Risk Stage: 3 - Evaluation – Reduce/Mitigate

 What could potentially be done to reduce the risk materialising in the 
production environment?

 Technical controls?

 Manual controls?



Risk Stage: 3 - Evaluation - Mitigate



Risk Stage: 4 - Measure - Quality Activities



Risk Stage: 4 - Measure - Quality Activities



Risk Stage: 4 - Measure - Quality Activities



Risk Stage: 4 - Measure - Quality Activities

Requirement Risk Your Risk 
Calculation 

Mitigation Design

ID Description ID Description ID Description ID Description

FR-1 Manually 
Transfer 
data 
between 2 
isolated 
workstations

R-
FR-
1.1

Data Transfer 
is 
compromised, 
by: 
- direct 

changes by 
operator

(e.g.) High M-R-FR-
1.1-1

Automate data 
transfer onto 
transfer media

D… 1.1-
1

Create design to  describe automatic 
transfer of data onto transfer media:
- Data design
- Process Flow map
- State Chart to ensure same data is 

not copied twice.

Development

Unit Test Code review

Verify logic:
- Recognition 

of transfer 
medium

- Data 
transfer…

Verify defensive coding
Verify Data types
Verify process logic
Verify correct data State



Risk Stage: 5 – Repeat – (Report & Act)



Defines My Strategic Approach…
 “Create” “Evaluation” “Measure” steps target activities to either 

reduce issues or identify them earlier:  Time – Cost – QUALITY

 Reduce defects & Vulnerabilities => HARDEN Software!

 Information tool – quick visibility on scope of CSV activities. Decision 
makers can then make the call on scope - Risk Based Justification.

 Full traceability through the CSV process  - Smart mnemonics 

 Change Control impact analysis - Easily identify how a simple 
requirement update may be more complex

 Management tool

 Define scope, schedule & cost of the SDLC tasks to be performed

 Health Checks provide early feedback on the quality

 Get information/evidence to reduce Validation scope



Does it actually work?

More effort, 

More effort

Less cost

More cost



Keep your hair on …

… (Critically) Use Risk 
Management

Barry McManus

bmcmanus@empowermentqe.com

www.empowermentqe.com

Moral of my story…

mailto:bmcmanus@empowermentqe.com
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